Abstract: A novel method using 3-D space is proposed for optical multiple-image encryption. Each input image is divided into a series of particle-like points distributed in 3-D space, and all generated particle-like points are simultaneously encrypted into a phaseonly mask. The proposed method may open up a novel research perspective for optical multiple-image encryption, since a 3-D-space processing strategy is developed and successfully applied.
Introduction
Since double random phase encoding was developed [1] , various optical infrastructures [2] - [10] , such as digital holography [2] , have been developed. In optical encoding, the objective is to convert the input image into stationary white noise by using random phase-only masks placed in the optical path [1] .
In recent years, optical multiple-image encryption [11] has attracted much attention, since several images are simultaneously encoded to enhance system capacity. Among the developed multiplexing approaches, phase-mask extraction algorithms [12] , [13] have been widely applied, since the decoding process can be implemented by using either a digital or optical approach. For instance, Hwang et al., [13] proposed to use Gerchberg-Saxton algorithm [12] and phase modulation scheme for optical multiple-image encryption. However, system security [13] may be limited due to only 2-D processing. Gerchberg-Saxton algorithm has been modified and applied for optical multiple-image authentication [14] , however it is still conducted in 2-D space. The Gerchberg-Saxton algorithm is further extended to three-dimensional (3-D) space [8] , [15] for optical security, however only single-image encryption strategy has been studied.
In this paper, a novel method using 3-D space is proposed for optical multiple-image encryption. Each input image is divided into a series of particle-like points distributed in 3-D space, and all generated particle-like points are simultaneously encoded into a phase-only mask. It is numerically illustrated that significant advantage, i.e., high security, can be obtained in the proposed method for optical multiple-image encryption, since 3-D-space processing strategy is further applied. Fig. 1 shows a schematic layout for the proposed optical multiple-image encryption in 3-D space. For simplicity three input images are encoded, and each input image is divided into a series of particle-like points distributed in a 3-D space (see Fig. 1 ). A digital approach should be applied to encode all particle-like points into a phase-only mask (M), and here a phase retrieval algorithm is studied for the phase-mask extraction. During the encryption, coordinates ð 1 ; v 1 Þ, ð 2 ; v 2 Þ, and ð 3 ; v 3 Þ, respectively, denote transverse areas inside the plaintext P1, P2, and P3 planes, and three input images are applied as plaintexts and respectively denoted as O 1 ð 1 ; 1 Þ, O 2 ð 2 ; 2 Þ, and O 3 ð 3 ; 3 Þ. The phase-mask extraction process consists of the following steps.
Principles
1) The particle-like points are sequentially processed, and at the initial stage a random phase-only distribution is assumed to M ði;nÞ ðx ; y Þ, where i denotes particle-like point index (integer i ¼ 1; 2; 3; . . .) and n denotes iteration number (integer n ¼ 1; 2; 3; . . .). Wave propagation from phase-mask plane to the first 3-D space is described by
where d ðiÞ 1 denotes a series of axial distances (plane to particle-like point) between phaseonly mask (M) plane and plaintext (P1) plane, and FWP represents free-space wave propagation implemented by diffraction theory [2] , [4] , [16] . 2) A constraint is applied to update the complex-valued wavefront Oð 
where PSC denotes plaintext-plane constraint described by [8] , [15] , [17] PSC O 
where O 1 ð 1 ; 1 Þ denotes the plaintext P1 (i.e., the first desired input image), and ! denotes a ratio between the summation of calculated output and the summation of the desired input image (i.e., amplitude map) within a signal window (i.e., particle-like point i). 
where d ðiÞ 2 denotes a series of axial distances (particle-like point to particle-like point) between the plaintext (P1) plane and plaintext (P2) plane. Fig. 1 . Schematic illustration of optical multiple-image encryption in 3-D space: M-phase-only mask extracted during encoding; P-plaintext; i-particle-like point index (i.e., i ¼ 1; 2; 3; . . .). In practice, it is straightforward to encode the plaintexts into multiple cascaded phase-only masks. 
4) A constraint is applied to update the complex-valued wavefront
where O 2 ð 2 ; 2 Þ denotes the plaintext P2 (i.e., the second desired input image). 5) Subsequently, wave propagation from the second 3-D space to the third 3-D space is conducted
where d
denotes a series of axial distances (particle-like point to particle-like point) between the plaintext (P2) plane and plaintext (P3) plane. 6) A constraint is applied to update the complex-valued wavefront Oð 
where PSC 00 denotes plaintext-plane constraint described by [8] , [15] , [17] 
where O 3 ð 3 ; 3 Þ denotes the plaintext P3 (i.e., the third desired input image). 
where j j denotes modulus operation, and FWP Àð...Þ denotes back propagation [2] , [4] , [16] . It is worth noting that the particle-like point index i in (1)- (11) is used to sequentially represent three particles that are placed on the same longitudinal axis, and the three particles are selected from the plaintexts P1, P2, and P3, respectively. Equations (1)- (11) are iteratively implemented for the three particles each time until the symbol i reaches the maximum number of particle-like points, and phase-only mask (M) is sequentially updated. For instance, when the first three particles on the same longitudinal axis are processed based on (1)-(11), the updated phase-only mask (M) [see (11) ] is further used for the next three particles (located on the another same longitudinal axis) starting from (1) with i ¼ i þ 1. After all particles are processed, the updated phase-only mask (M) will be further used for the next iteration (i.e., n ¼ n þ 1). After a preset threshold is satisfied, the updated phaseonly mask is considered as ciphertext. For simplicity, only one phase-only mask (M) is used here, and it is straightforward to encode the plaintexts into multiple cascaded phase-only masks (see Fig. 1 ). Different initialized phase-only masks or different thresholds can be applied to generate a varied phase-only mask (M).
During the decryption, a collimated plane wave can be generated to illuminate the extracted phase-only mask (M), and the series of axial distances is used as principal key. For instance, when the first plaintext P1 should be extracted during the decoding, security key d ðiÞ 1 will be required. Each particle-like point can be sequentially extracted at an axial position with a known transverse area, and a decoded input image is obtained by incorporating all decoded particles in the transverse domain. Similarly, the plaintexts P2 and P3 can be respectively decoded by using the series of axial distances ðd 
where h ¼ 1, 2, 3, cov denotes cross-covariance, and denotes standard deviation. For the sake of brevity, coordinate ð h ; h Þ is omitted in (12).
Results and Discussion
In Fig. 1 , a collimated plane wave is simulated for the illumination in the optical path, and light wavelength is 600.0 nm. Particle-like point position distributions are randomly generated, and the series of axial distances d 512 Â 512 pixels are used in the proposed method. The 16 Â 16 neighboring pixels of each plaintext are combined and generated as a particle-like point. The 1024 particle-like points are generated for each input image, and the maximum particle-like point index i is 1024. Each series of particle-like points is distributed in a specific 3-D space (see Fig. 1 ), and for the sake of brevity three input images (i.e., plaintexts) are investigated. It is worth noting that a digital method should be applied for the encoding, and either a digital or optical approach can be used for the decoding. During optical decryption, the generated phase-only mask M (i.e., ciphertext) can be embedded into phase-only spatial light modulator, and a series of 2-D transverse regions can be recorded via axial translation of CCD camera (i.e., through axial scanning). When 3-D particle-like point distribution is available, a decoded input image is obtained by incorporating all decoded particle-like points in the transverse domain. Fig. 2(a) -(c) show three input images with 512 Â 512 pixels which contain pixel values of 1 and 2. When the phase retrieval algorithm is applied for the encoding, after 30 iterations phaseonly mask M (i.e., ciphertext) is generated and shown in Fig. 2(d) . It can be seen in Fig. 2(d) that all particle-like points are encoded into phase-only mask (M), and no information about the input images can be observed after the encoding. When all security keys and the extracted phase-only mask (M) are correct, the decoded input images are obtained and shown in Fig. 3(a)-(c) . The CC values for Fig. 3(a)-(c) are 0.33, 0.28, and 0.30, respectively. It can be seen that the input images are affected by noise. The noise can be suppressed by using a filter algorithm, and Fig. 3(d)-(f) show the decoded input images when Gaussian low-pass filter is used to respectively process those in Fig. 3(a)-(c) . The CC values for Fig. 3(d)-(f) are 0.69, 0.63, and 0.65, respectively. It can be seen in Fig. 3(d) -(f) that quality of decoded input images is acceptable, and most information about the input images can be observed. Since 3-D particle-like points are generated and applied, system security is dramatically enhanced and any one sectional decoding cannot render information about the input images. Fig. 4(a)-(d) show the decoded input images obtained at one section of the plaintext plane, when only an axial distance of 1.0 mm, 9.0 mm, 20.0 mm, or 22.0 mm is used between phase-only mask (M) plane and the plaintext plane, respectively. The CC values for Fig. 4(a)-(d) are 0.026, 0.022, 0.048, and 0.041, respectively. It can be seen in Fig. 4(a)-(d) that the decoded input images obtained at one arbitrary section do not render the information. Performance of principal security keys and the extracted phase-only mask (M) is also analyzed, and for the sake of brevity only the decoded input images corresponding to the plaintext P1 are presented here. Fig. 4 (e) and (f) show the decoded input images obtained by using a series of wrong distances (within a range of [0.5 mm, 6.5 mm]) and an incorrect phase-only mask, respectively. The CC values for Fig. 4 (e) and (f) are 0.037 and À0.00058, respectively. It can be seen in Fig. 4 (e) and (f) that the decoded input images are noisy, when the keys or phase-only mask are incorrectly used for the decoding.
For a comparison, the different number of neighboring pixels is also combined as a particlelike point. The 64 Â 64 neighboring pixels of each input image are combined and generated as a particle-like point, and other parameters are the same as those used for Fig. 3(a)-(c) . When all security keys and the extracted phase-only mask (M) are correct, the decoded input images are obtained in Fig. 5(a)-(c) . The CC values for Fig. 5(a) -(c) are 0.44, 0.38, and 0.41, respectively. In this case, the 64 particle-like points are generated for each input image, and the maximum particle-like point index i is 64. The noise can be further suppressed, and Fig. 5(d)-(f) show the decoded input images after Gaussian low-pass filter respectively corresponding to Fig. 5(a)-(c) . The CC values for Fig. 5(d) -(f) are 0.83, 0.80, and 0.82, respectively. When the 128 Â 128 neighboring pixels of each input image are combined and generated as a particlelike point, using correct keys the decoded input images are obtained in Fig. 6(a)-(c) . The CC values for Fig. 6(a) -(c) are 0.39, 0.40, and 0.44, respectively. In this case, other parameters are the same as those used for Fig. 3(a) -(c). The 16 particle-like points are generated for each input image, and the maximum particle-like point index i is 16. The noise can also be suppressed, and Fig. 6(d)-(f) show the decoded input images after Gaussian low-pass filter respectively corresponding to Fig. 6(a)-(c) . The CC values for Fig. 6(d)-(f) are 0.81, 0.83, and 0.84, respectively. It can be seen in Figs. 5 and 6 that when more neighboring pixels of each input image are combined as a particle-like point, the decoded input images are of higher quality [i.e., compared with those in Fig. 3(a)-(f) ]. However, when more neighboring pixels are combined to generate a particle-like point, the less number of points are generated and the security could be compromised for optical multiple-image encryption.
The advantages of the proposed method and its comparison to previous work are briefly described as follows: 1) Since any one sectional decoding cannot render information about the plaintexts, attack algorithm [18] , [19] cannot be applied to extract system keys. 2) All particle-like points (i.e., plaintexts) are simultaneously encoded into phase-only mask, and it is straightforward to encode the plaintexts into multiple cascaded phase-only masks for security enhancement. 3) Different from previous work [11] , [13] , [14] , the proposed method effectively applies 3-D-space processing strategy for optical multiple-image encryption. The proposed method achieves the higher security than conventional approaches [11] , [13] for optical multipleimage encryption, since 3-D-space processing method is applied and any sectional decryption cannot render original input information. It is also demonstrated that the proposed method provides a novel alternative for optical security [1] , [3] , [5] , [20] , [21] .
Conclusion
A novel method using 3-D space has been proposed for optical multiple-image encryption. Each input image is divided into a series of particle-like points distributed in 3-D space, and all generated particle-like points are simultaneously encoded into a phase-only mask. The simulation results illustrate that the higher security is achieved in the proposed method for optical multipleimage encryption compared with previous work, since 3-D-space processing strategy is successfully applied.
